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IMPROVING
OFF

CER SAFETY

ON THE ROADWAYS

BY BRIAN MONTGOMERY

NIJ and the National Institute for Occupational Safety and Health have teamed up to help prevent officer
fatalities from motor vehicle crashes and roadside incidents.

he FBI reports that, between 2007 and 2016,
crashes involving motor vehicles — including
collisions® and being struck by moving
vehicles while working on roadways —
were the single leading cause of officer line-of-duty
deaths.? According to the National Law Enforcement
Officers Memorial Fund, there were 50 motor vehicle-
related officer fatalities in 2014 (37 percent of all
officer fatalities), 49 in 2015 (35 percent), and 54 in
2016 (38 percent).® Of these fatalities, automobile
crashes were the number one cause.

Understanding the circumstances behind line-of-duty
deaths from vehicle crashes and roadside incidents
is a critical step in reducing officer fatalities. To that
end, NIJ conducts and funds research, develops
technologies and standards, and partners with other
federal agencies to address the concerns and issues
related to motor vehicle safety, whether the officer is
inside or outside a vehicle. Some of NIJ's efforts over
the past few decades have included funding research
into vehicle visibility and conspicuity, supporting

the development of reflective vest standards, and
participating in research advisory groups.

Since 2013, NIJ and the National Institute for
Occupational Safety and Health (NIOSH) have been
collaborating on two projects that investigate ways
to improve officer safety on the roadways. The first
project evaluates a comprehensive motor vehicle

safety program in Las Vegas; the second investigates
specific officer fatalities to identify risk factors and
develop recommendations. The goal of both projects
is to help increase safety for law enforcement officers
as they perform their duties on the nation’s streets
and highways.

Evaluating a Comprehensive
Safety Program

In 2009, the Las Vegas Metropolitan Police
Department lost three officers to motor vehicle
crashes in a six-month period. Following these
incidents, the department completely overhauled its
motor vehicle safety program. It changed its vehicular
policies and driver training and implemented a major
internal safety campaign, which included posters and
signs in frequented areas, decals on law enforcement
vehicles, and safety reminders from both dispatchers
and supervisors and at roll calls.*

An NIJ-supported NIOSH research team reviewed
crash and injury data for three years prior to the safety
program’s inception, the initial year of implementation,
and three years afterward. Preliminary findings
showed statistically significant decreases in the
agency’s motor vehicle crash and injury rates after

the program was implemented.® Seatbelt usage also
improved. Three years after implementation, there
were no line-of-duty officer fatalities caused by vehicle
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NEW APPROACHES
TO DIGITAL EVIDENCE
ACQUISITION AND

ANALYSIS

BY MARTIN NOVAK, JONATHAN GRIER, AND DANIEL GONZALES
Two NIJ-supported projects offer innovative ways to process digital evidence.

omputers are used to commit crime, but with
the burgeoning science of digital evidence
forensics, law enforcement can now use
computers to fight crime.

Digital evidence is information stored or transmitted

in binary form that may be relied on in court. It

can be found on a computer hard drive, a mobile
phone, a CD, and a flash card in a digital camera,
among other places. Digital evidence is commonly
associated with electronic crime, or e-crime, such

as child pornography or credit card fraud. However,
digital evidence is now used to prosecute all types of
crimes, not just e-crime. For example, suspects’ email
or mobile phone files might contain critical evidence
regarding their intent, their whereabouts at the time of
a crime, and their relationship with other suspects.

In an effort to fight e-crime and to collect relevant
digital evidence for all crimes, law enforcement
agencies are incorporating the collection and analysis
of digital evidence into their infrastructure.

Digital forensics essentially involves a three-step,
sequential process:!

1. Seizing the media.

2. Acquiring the media; that is, creating a forensic
image of the media for examination.

3. Analyzing the forensic image of the original media.
This ensures that the original media are not
modified during analysis and helps preserve the
probative value of the evidence.

Large-capacity media typically seized as evidence

in a criminal investigation, such as computer hard
drives and external drives, may be 1 terabyte (TB)

or larger. This is equivalent to about 17,000 hours
of compressed recorded audio. Today, media can be
acquired forensically at approximately 1.5 gigabytes
(GB) per minute. The forensically acquired media are
stored in a RAW image format, which results in a
bit-for-bit copy of the data contained in the original
media without any additions or deletions, even for the
portions of the media that do not contain data. This
means that a 1 TB hard drive will take approximately
11 hours for forensic acquisition.? Although this
method captures all possible data stored in a piece
of digital media, it is time-consuming and creates
backlogs. In 2014, there were 7,800 backlogged
cases involving digital forensics in publicly funded
forensic crime labs.®






Exhibit 2. Visualization of Disk Regions

Source: Courtesy of Grier Forensics.

Exhibit 2 is a visualization of disk regions generated by
the Sifting Collectors diagnostic package. The green
areas represent user-created files and the black areas
represent portions of the media that have never been
used.

Sifting Collectors has the potential to significantly
reduce digital forensics backlogs and quickly get
valuable evidence to the people who need it. In
laboratory testing,* it accelerated the imaging process
by three to 13 times while still yielding 95 to 100
percent of the evidence.

Sifting Collectors is designed to drop right into existing
practices. The software creates an industry-standard
forensic file — known as an “EQ1 file” — that is
accessible from standard forensic tools, just like
current imaging methods.® Grier Forensics is working
with major forensics suite manufacturers to allow
Sifting Collectors to work seamlessly with their
existing tools.

Potential Limitations of Sifting
Collectors

Perhaps the most significant drawback of Sifting
Collectors is that, unlike traditional imaging, it does
not collect the entire disk. Instead, Sifting Collectors
discovers which regions of the disk may contain
evidence and which do not.

This might not be a significant drawback, however.
Digital evidence is typically handled in one of two
ways:

NIJ Journal / Issue No. 280 = January 2019 /I 9

= The investigators seize and maintain the original
evidence (i.e., the disk). This is the typical practice
of law enforcement organizations.

= The original evidence is not seized, and access
to collect evidence is available only for a limited
duration. This is common in cases involving ongoing
intelligence gathering — for example, when law
enforcement has a valid search warrant to collect
evidence but, because of an ongoing investigation,
does not plan to seize the evidence.

In the second scenario, computer forensics examiners
have a limited time window for entering the site

and collecting as much evidence as possible.
Consequently, they will focus only on the most
valuable devices and then image each device,
spending more than half of their time collecting
unmodified regions (as described above). Sifting
Collectors would allow them to accelerate the process
and collect evidence from many more devices. Either
way, given the limited time window, it is difficult

to collect all digital evidence. The choice for the
computer forensics examiner is whether to collect

all regions, including blanks, from a small number of
devices or to collect only modified regions containing
evidence from a large number of devices. Sifting
Collectors allows examiners to make that choice.

When investigators retain the original evidence, the
mitigation is even simpler: Sifting Collectors allows
users to collect and analyze disk regions expected to
contain evidence. It allows them to acquire evidence
quickly and start the case more rapidly, and it
potentially reduces case backlogs. If, at any time,
users need to analyze other regions, they can go back
to the original and collect those regions.

Another potential drawback concerns hash
verification — using an electronic signature or
verification code, known as a hash, to verify that

a disk image matches the original evidence disk.
Existing methods of hash verification depend on
verifying the entire disk and thus are not compatible
with Sifting Collectors. However, this problem is not
limited to Sifting Collectors; modern, solid-state drives
(SSDs) are often incompatible with hash verification
because certain SSD regions are unstable due to

National Institute of Justice | NIJ.ojp.gov
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maintenance operations. In both cases, the solution
is the same: moving from disk-based verification to
more granular verification strategies. As the industry
adopts newer verification strategies to accommodate
SSDs, Sifting Collectors will likely benefit as well.

The process that Sifting Collectors uses to analyze the
disk and distinguish relevant regions from unmodified
or irrelevant ones takes time. The amount of time
varies greatly based on the disk, but it could be up

to 10 percent of the imaging time. This means that

if Sifting Collectors determines that it is necessary to
collect the entire disk or nearly all of it, the software
will not save the user any time and will, in fact, be
somewhat slower than current imaging methods. To
help mitigate this, Grier Forensics is using advanced
parallel processing, concurrency, and compression
algorithms. However, even with these modifications,
Sifting Collectors will end up being slightly slower than
traditional imaging in cases where nearly all of the
disk is collected.

Perhaps the drawback that is likely to cause the
most resistance is simply that Sifting Collectors
necessitates a break with current practice. Indeed,
reluctance to change current practice will be a
substantial obstacle to overcome if Sifting Collectors
is to achieve widespread adoption.

Accelerating Digital Forensics Analysis

Each year, the time it takes to conduct digital forensics
investigations increases as the size of hard drives
continues to increase. With NIJ support, RAND has
developed an open-source digital forensics processing
application designed to reduce the time required to
conduct forensically sound investigations of data
stored on desktop computers. The application, called
the Digital Forensics Compute Cluster (DFORC2),
takes advantage of the parallel-processing capability
of stand-alone high-performance servers or cloud-
computing environments (e.g., it has been tested on
the Amazon Web Services cloud).

DFORC2 is an open-source project. It uses open-
source software packages such as dc3dd,® Apache
Kafka,” and Apache Spark.® Users interact with

National Institute of Justice | NIJ.ojp.gov

DFORC2 through Autopsy, an open-source digital
forensics tool that is widely used by law enforcement
and other government agencies and is designed to
hide complexity from the user. RAND has designed
DFORC2 so the application can also use the
Kubernetes Cluster Manager,® an open-source project
that provides auto-scaling capabilities when deployed
to appropriate cloud-computing services. (See exhibit
3 for a detailed description of how DFORC2 works.)

The primary advantage of DFORC2 is that it will
significantly reduce the time required to ingest and
process digital evidence. DFORC2'’s speed advantage,
however, will depend on two factors. The first factor

is the speed and memory of the server. For smaller
servers (those with 16 GB of RAM or less and an older
microprocessor), the original stand-alone version of
Autopsy will perform better than DFORC2. On a larger
server (one with 28 GB of RAM or more and a new
high-end multicore microprocessor), DFORC2 will be
faster.

The second factor is the number of worker nodes that
can be allocated to the clusters. DFORC2 organizes
resources into a cluster manager and worker nodes.
Worker nodes perform computing tasks assigned to
them by the cluster manager. More worker nodes will
significantly reduce evidence ingest and processing
times. However, there is a limit to the number of
worker nodes that can be implemented on a server,
even one that is equipped with a state-of-the-art
multicore microprocessor. To get the full benefit of
large numbers of worker nodes, the cloud-based
version of DFORC2 is needed; the Kubernetes Cluster
Manager can spread data-processing tasks over
multiple machines in the cloud.

Potential Limitations of DFORC2

The first potential limitation is the complexity of the
current prototype. Currently, distributed computing
expertise is needed to set up and implement the
stand-alone version of DFORC2. RAND is working to
simplify its installation on a stand-alone server.

A different set of complex tasks is required to
implement DFORC2 in a commercial cloud. Although
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in a commercial cloud. Additional cloud security
features can also be enabled to protect user data and
strengthen the chain of custody in the cloud.

Finally, an additional source of concern is how
compute clusters handle data. The chain-of-custody
analysis now underway will examine this issue and
will include a comprehensive review of the distributed
computing software components used in DFORC2.

Need for Evaluation

With the support of NIJ, Grier Forensics and RAND are
moving the field forward by developing new means for
processing digital evidence. Grier Forensics’ Sifting
Collectors provides the next step in the evolution of
evidence acquisition. RAND’s DFORC2 combines the
power of compute clusters with open-source forensic
analysis software to process evidence more efficiently.

Both of these projects introduce new paradigms

for the acquisition and analysis of digital evidence.
Whether the criminal justice community accepts
these approaches will depend on the admissibility of
the evidence each produces. That admissibility will
ultimately be determined by the threshold tests of the
Daubert standard in court. These new approaches
will need to be independently tested, validated, and
subjected to peer review. Known error rates and the
standards and protocols for the execution of their
methodologies will need to be determined. In addition,
the relevant scientific community must accept them.

RAND will release DFORC2 software code to their
law enforcement partners and members of the digital
forensics research community in the near future.
They will test it, find bugs, and improve the code.
Eventually, it will be released as an open-source
project.

Grier Forensics will release Sifting Collectors to their
law enforcement partners for field trials to verify

its preliminary laboratory findings with real cases.

It recently benchmarked Sifting Collectors against
conventional forensic imaging technology and found

National Institute of Justice | NIJ.ojp.gov

that Sifting Collectors was two to 14 times as fast as
conventional imaging technology, depending on the
mode and the source disk, and produced an image
file requiring one-third the storage space — and it
still achieved 99.73 percent comprehensiveness (as
measured by a third-party tool).

Meanwhile, NIJ plans to have both DFORC2 and
Sifting Collectors independently tested by the NIJ-
supported National Criminal Justice Technology
Research, Test and Evaluation Center, which is hosted
by the Applied Physics Laboratory at Johns Hopkins
University.

About the Authors

Martin Novak is a senior computer scientist in NIJ's
Office of Science and Technology. Jonathan Grier
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investigation for more than 15 years. He developed
new security technology for the Defense Advanced
Research Projects Agency, the Massachusetts Institute
of Technology Lincoln Laboratory, the National Institute
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For More Information

Read the results of an NIJ-sponsored research effort to
identify and prioritize criminal justice needs related to
digital evidence collection, management, analysis, and
use at NIJ.ojp.gov, keyword: 248770.

Read the findings of an NIJ-sponsored expert panel on
the challenges facing law enforcement when accessing
data in remote data centers at https://www.rand.org/
pubs/research_reports/RR2240.html.
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This article discusses the following grants:

“Rapid Forensic Acquisition of Large Media with Sifting
Collectors,” grant number 2014-1J-CX-K001

“Rapid Forensic Acquisition of Large Media with Sifting
Collectors,” grant number 2014-1J-CX-K401

“Accelerating Digital Evidence Analysis Using Recent
Advances In Parallel Processing,” grant number
2014-13-CX-K102

Notes

1.

National Institute of Justice funding opportunity, “New
Approaches to Digital Evidence Processing and Storage,”
Grants.gov announcement number NIJ-2014-3727, posted
February 6, 2014, https://www.ncjrs.gov/pdffiles1/nij/
51001078.pdf.

. Steven Branigan, “Identifying and Removing Bottlenecks

in Computer Forensic Imaging,” poster session presented
at NIJ Advanced Technology Conference, Washington, DC,
June 2012.

. Matthew R. Durose, Andrea M. Burch, Kelly Walsh, and

Emily Tiry, Publicly Funded Forensic Crime Laboratories:
Resources and Services, 2014 (Washington, DC: U.S.
Department of Justice, Bureau of Justice Statistics,
November 2016), NCJ 250151, https://www.bjs.gov/
content/pub/pdf/pffclrs14.pdf.

. The tests used disk images from DigitalCorpora.org, a

website of digital corpora for use in computer forensics
education research that is funded through the National
Science Foundation.

. Simson L. Garfinkel, David J. Malan, Karl-Alexander Dubec,

Christopher C. Stevens, and Cecile Pham, “Advanced
Forensic Format: An Open Extensible Format for Disk
Imaging,” in Advances in Digital Forensics Il, ed. Martin S.

Olivier and Sujeet Shenoi (New York: Springer, 2006), 13-27.

. The application dc3dd, created by the Department of

Defense’s Cyber Crime Center, is capable of hashing files
and disk blocks “on the fly” as a disk is being read. The
application can be downloaded at SourceForge.
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8. Apache Spark provides an interface for programming entire

clusters with implicit data parallelism and fault tolerance.

. Kubernetes Cluster Manager is an open-source platform

that automates deployment, scaling, and operations of
applications on compute clusters. If the Kubernetes Cluster
Manager is not used (e.g., if DFORC2 is deployed to a single
server), then the user will fix the number of worker nodes
performing forensics analysis tasks at runtime. Because of
this, digital forensics analysts using DFORC2 would have to
estimate the number of Apache Spark and Digital Evidence
Search and Hash cluster worker nodes needed for a specific
size of hard disk and for a specific type of investigation.

The number of compute nodes needed could depend on
many factors, which the analyst may not know before the
investigation is started. This limitation would likely require
the analyst to overprovision the cloud compute cluster to
ensure timely processing of the evidence. The Kubernetes
Cluster Manager solves this problem. It is designed

to deploy or shut down cluster computing resources,
depending on the level of demand on each virtual machine.
Furthermore, it is compatible with a wide range of cloud-
computing environments. The Kubernetes Cluster Manager
can deploy applications on demand, scale applications while
processes are running in containers (i.e., add additional
worker nodes to compute tasks), and optimize hardware
resources and limit costs by using only the resources
needed.

10. The DFORC2 chain of custody relies on cryptographic

hashes to verify the content of disk blocks and logical files
found on the hard disk that is the subject of investigation.
All disk blocks are hashed twice, first by dc3dd when the
disk is read into DFORC2. This hashing takes place outside
the cloud, on a local computer that is used to ingest the
hard disk and stream it into the cloud. Autopsy then hashes
the disk blocks a second time inside the cloud. These two
hashes can be compared to prove that the copy of the disk
in the cloud is identical to the disk block ingested from

the original piece of evidence. Logical files are not hashed
during data ingestion. However, they can be hashed on the
local computer using an accepted standard digital forensics
tool if this is required to verify evidence found in a specific
file by DFORC2 in the cloud. All logical file hashes are
retained by DFORC2 in the cloud to enable the analyst to
trace the chain of custody for specific pieces of evidence on
an as-needed basis.

7. Apache Kafka is an open-source stream processing platform
that provides a unified, high-throughput, low-latency

platform for handling real-time data feeds. NCJ 250700
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and members of ASEBP are actively involved in research at their departments; they are looking to
transform the law enforcement culture into one that accepts and uses evidence-based practices.

For example, | recently completed a randomized controlled trial — in partnership with BetaGov, a
nonprofit organization based at New York University that emphasizes homegrown practitioner-led trials —
to test the effectiveness of automatic license plate readers (LPRs).* The results indicated that patrol

cars equipped with automatic LPRs (the treatment group) had a 140-percent improvement in ability to
detect stolen cars versus patrol cars in which the automatic LPR technology was turned off (the control
group). Further analysis of the data revealed, however, that the LPR technology identified more lost or
stolen plates than the controls — as many as eight times more. Many of these were duplicates that
desensitized officers to legitimate hits. The data also showed that fixed LPRs were much more efficient

in making arrests than mobile LPRs. Finally, the control data showed that 35 percent of all hits were
misreads.

The power of this randomized controlled trial was the simplicity of its design to inform policy; other law
enforcement agencies can replicate it for future comparison. In fact, as part of this work we conducted an
officer survey, which had a 75-percent response rate. Of note was that only one out of 37 officers stated
that he would not participate in a similar study in the future.

Fellow NIJ LEADS scholar and founding ASEBP member Sgt. Greg Stewart (Portland Police Department)
recently completed another randomized controlled trial to ascertain what patrol dosage in a particular
hotspot area is needed for crime prevention and police legitimacy efforts. The results indicated that
treatment areas did not experience any difference in crime or calls for service when compared

with controls.®

Law enforcement officers want to be trusted while coming to sound decisions through their own
discretion — they do not want to be second-guessed. Some officers seem to perceive emerging
technologies like body-worn cameras as doing just that. Change in any profession is difficult, but
discretion and the autonomy of policing continue to be important. By allowing for discretion, we empower
and show trust in our officers. This is vital because much of what they do is constrained by time, and
these time constraints are often uncertain and rapidly evolving. These dynamic demands require law
enforcement to shift priorities, using discretion paired with informed, sound policy.® Much of what law
enforcement does is rooted in training, anecdotal experiences, and good instincts. However, research
should play a large part in responding to the day-to-day challenges of policing. The hope is that data
and science, coupled with the craft of policing and leadership support for evidence-based policing, will
empower officers with the evidence to be more effective.”

About the Author

Jason Potts is a lieutenant with the Vallejo (CA) Police Department, an NIJ LEADS scholar, an
ASEBP board member, a Police Foundation Fellow, and a reserve special agent with the Coast Guard
Investigative Service. He earned a master of advanced studies degree in criminology, law, and society
from the University of California, Irvine.
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A Brief History of Artificial Intelligence

1950: Alan Turing publishes his paper on creating thinking machines.*

1956: John McCarthy presents his definition of artificial intelligence.?

1956-1974: Reason searches or means-to-end algorithms were first developed to “walk” simple
decision paths and make decisions.® Such approaches provided the ability to solve complex mathematical
expressions and process strings of words. The word processing is known as natural language processing.
These approaches led to the ability to formulate logic and rules to interpret and formulate sentences and
also marked the beginning of game theory, which was realized in basic computer games.*

1980-1987: Complex systems were developed using logic rules and reasoning algorithms that mimic
human experts. This began the rise of expert systems, such as decision support tools that learned the
“rules” of a specific knowledge domain like those that a physician would follow when performing a
medical diagnosis.® Such systems were capable of complex reasoning but, unlike humans, they could not
learn new rules to evolve and expand their decision-making.®

1993-2009: Biologically inspired software known as “neural networks” came on the scene. These
networks mimic the way living things learn how to identify complex patterns and, in doing so,

can complete complex tasks. Character recognition for license plate readers was one of the first
applications.”

2010-present: Deep learning and big data are now in the limelight. Affordable graphical processing
units from the gaming industry have enabled neural networks to be trained using big data.? Layering
these networks mimics how humans learn to recognize and categorize simple patterns into complex
patterns. This software is being applied in automated facial and object detection and recognition as well
as medical image diagnostics, financial patterns, and governance regulations.® Projects such as Life Long
Learning Machines, from the Defense Advanced Research Projects Agency, seek to further advance Al
algorithms toward learning continuously in ways similar to those of humans.

Notes
1. Alan Turing, “Computing Machinery and Intelligence,” Mind 49 (1950): 433-460.

2. The Society for the Study of Artificial Intelligence and Simulation of Behaviour, “What is Artificial Intelligence.”

3. Herbert A. Simon, The Sciences of the Artificial (Cambridge, MA: MIT Press, 1981).

4. Daniel Crevier, Al: The Tumultuous Search for Artificial Intelligence (New York: Basic Books, 1993), ISBN 0-465-02997-3.
5. Ibid.

6. Pamela McCorduck, Machines Who Think, 2nd ed. (Natick, MA: A.K. Peters, Ltd., 2004), ISBN 1-56881-205-1, Online
Computer Library Center, Inc.
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The National Artificial Intelligence Research and Development Strategic Plan

On May 3, 2016, the White House announced a series of actions to spur public dialogue on artificial
intelligence (Al), identify challenges and opportunities related to this technology, aid in the use of Al
for more effective government, and prepare for the potential benefits and risks of Al. As part of these
actions, the White House directed the creation of a national strategy for Al research and development.
Following is a summary of the plan’s areas and intent.:

Manufacturing

< Increase U.S. manufacturing by using robotics

< Improve worker health and safety

< Improve product quality and reduce costs

= Accelerate production capabilities

= Improve demand forecasting

= Increase flexibility in operations and the
supply chain

< Predict impacts to manufacturing operations

< Improve scheduling of processes and
reduce inventory requirements

Logistics

= Improve supply chains with adaptive
scheduling and routing

< Provide more robust supply chains

Finance

= Allow early detection of risk

= Reduce malicious behavior and fraud

« Increase efficiency and reduce volatility
< Prevent systemic failures

Transportation

< Improve structural health monitoring and
infrastructure management

= Reduce the cost of repair and reconstruction

= Make vehicular travel safer

= Provide real-time route information

< Improve transportation networks and
reduce emissions

National Institute of Justice | NIJ.ojp.gov

Agriculture

< Improve production, processing, and storage

< Improve distribution and consumption of
agricultural products

= Gather data about crops to remove weeds
and pests more efficiently

= Apply treatments (water, fertilizer, etc.)
strategically

« Fill labor gaps

Marketing
= Provide a better match of supply with demand
= Drive up revenue for private-sector
development
< Anticipate consumer needs, and find
products and services
e Reduce costs

Communications

« Maximize efficient bandwidth use

= Automate information storage and retrieval

< Improve filter, search, translation, and
summarization functions

Science and Technology

e Assist in knowledge accumulation

» Refine theories

= Generate hypotheses and perform
experiments using simulations
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BODY-WORN CAMERAS:
WHAT THE EVIDENCE

TELLS US

BY BRETT CHAPMAN

Current research suggests that body-worn cameras may offer benefits for law enforcement. However,
additional research is needed to understand the value of the technology for the field.

n 1829, Sir Robert Peel — regarded by many as
the father of modern policing — developed what
came to be known as the Nine Principles of Law
Enforcement, which were given to British law
enforcement officers as general instructions. Peel’s
second principle stated, “The ability of the police
to perform their duties is dependent upon public
approval of police existence, actions, behavior and
the ability of the police to secure and maintain public
respect.”

Nearly 200 years later, Peel’s principle still holds

true: The ability of law enforcement to fight crime
effectively continues to depend on the public’s
perception of the legitimacy of the actions of officers.
A number of recent civil disturbances across the
United States subsequent to instances of lethal use
of force by officers highlight the ongoing challenges
in maintaining the public’s perceptions of law
enforcement legitimacy, particularly as it concerns the
use of force.

Body-worn cameras have been viewed as one

way to address these challenges and improve law
enforcement practice more generally. The technology,
which can be mounted on an officer’s eyeglasses or
chest area, offers real-time information when used
by officers on patrol or other assignments that bring
them into contact with members of the community.
Another benefit of body-worn cameras is their ability
to provide law enforcement with a surveillance tool
to promote officer safety and efficiency and prevent
crime.

This technology has diffused rapidly across the United
States. In 2013, approximately one-third of U.S.
municipal police departments had implemented the
use of body-worn cameras.?2 Members of the general
public also continue to embrace the technology.

But what does the research tell us? Current studies
suggest that body-worn cameras may offer benefits
for law enforcement, but additional research is needed
to more fully understand the value of the technology
for the field.

Potential Benefits

Proponents of body-worn cameras point to several
potential benefits.

Better transparency. First, body-worn cameras may
result in better transparency and accountability
and thus may improve law enforcement legitimacy.
In many communities, there is a lack of trust

and confidence in law enforcement. This lack of
confidence is exacerbated by questions about
encounters between officers and community
members that often involve the use of deadly or
less-lethal force. Video footage captured during these
officer-community interactions might provide better
documentation to help confirm the nature of events
and support accounts articulated by officers and
community residents.®

Increased civility. Body-worn cameras may also
result in higher rates of citizen compliance to officer
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commands during encounters and fewer complaints
lodged against law enforcement. Citizens often
change their behavior toward officers when they are
informed that the encounter is being recorded. This
“civilizing effect” may prevent certain situations from
escalating to levels requiring the use of force and also
improve interactions between officers and citizens.*

Quicker resolution. Body-worn cameras may lead to

a faster resolution of citizen complaints and lawsuits
that allege excessive use of force and other forms

of officer misconduct. Investigations of cases that
involve inconsistent accounts of the encounter from
officers and citizens are often found to be “not
sustained” and are subsequently closed when there

is no video footage nor independent or corroborating
witnesses. This, in turn, can decrease the public’s
trust and confidence in law enforcement and increase
perceptions that claims of abuse brought against
officers will not be properly addressed. Video captured
by body-worn cameras may help corroborate the facts
of the encounter and result in a quicker resolution.

Corroborating evidence. Footage captured may also
be used as evidence in arrests or prosecutions.
Proponents have suggested that video captured

by body-worn cameras may help document the
occurrence and nature of various types of crime,
reduce the overall amount of time required for officers
to complete paperwork for case files, corroborate
evidence presented by prosecutors, and lead to higher
numbers of quilty pleas in court proceedings.

Training opportunities. The use of body-worn cameras
also offers potential opportunities to advance policing
through training. Law enforcement trainers and
executives can assess officer activities and behavior
captured by body-worn cameras — either through
self-initiated investigations or those that result from
calls for service — to advance professionalism among
officers and new recruits. Finally, video footage can
provide law enforcement executives with opportunities
to implement new strategies and assess the extent to
which officers carry out their duties in a manner that
is consistent with the assigned initiatives.

National Institute of Justice | NIJ.ojp.gov

Current Research Findings

The increasing use of body-worn cameras by law
enforcement agencies has significantly outpaced the
body of research examining the relationship between
the technology and law enforcement outcomes. As
detailed below, although early evaluations of this
technology had limitations, some notable recent
research has helped advance our knowledge of the
impact of body-worn cameras.

In a 2014 study funded by the Office of Justice
Programs Diagnostic Center, researcher Michael
White noted that earlier evaluations of body-worn
cameras found a number of beneficial outcomes

for law enforcement agencies.® The earliest studies
conducted in the United Kingdom indicated that
body-worn cameras resulted in positive interactions
between officers and citizens and made people feel
safer. Reductions in citizen complaints were noted, as
were similar reductions in crime. The studies found
that the use of body-worn cameras led to increases
in arrests, prosecutions, and guilty pleas.® From

an efficiency standpoint, the use of the technology
reportedly enabled officers to resolve criminal cases
faster and spend less time preparing paperwork, and
it resulted in fewer people choosing to go to trial.

Studies that followed in the United States also
provided support for body-worn cameras;

however, a number of them were plagued with
dubious approaches that called the findings into
question. According to White, the few studies that
were conducted between 2007 and 2013 had
methodological limitations or were conducted in

a manner that raised concerns about research
independence. For example, several studies included
small sample sizes or lacked proper control groups
to compare officers wearing body-worn cameras
with officers not wearing them. Some studies were
conducted by the participating law enforcement
agency and lacked an independent evaluator. Finally,
a number of the studies focused narrowly on officer
or citizen perceptions of body-worn cameras instead
of other critical outcomes, such as citizen compliance
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Current research varies by level of rigor and methods
used, but the results continue to help law enforcement
executives decide whether to adopt this technology

in their agencies. Overall, the research on body-worn
cameras suggests that the technology may offer
potential benefits for law enforcement. However, the
true extent of its value will depend on the continuation
of research studies to keep pace with the growing
adoption and implementation of body-worn cameras
by law enforcement agencies in the United States.

About the Author

Brett Chapman is a social science analyst in NIJ's
Office of Research and Evaluation.

For More Information

Read more about NIJ’s work in body-worn cameras at
NIJ.ojp.gov, keyword: body-worn.

Visit the Bureau of Justice Assistance’s Body-Worn
Camera Toolkit at https://www.bja.gov/bwc.

This article discusses the following grant:

« “Research on the Impact of Technology on Policing
Strategies,” grant number 2013-1J-CX-0016
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